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[MTPABV/IJIA SAHATV/IA

1. Bonpocbl MOXHO W HYXHO 3ajaBaTb B Jboe
BpEMSI, €CJZIN YTO-TO HEMOHATHO

2. Jlyduwe Bcero sapgaBaTb BOMPOCH OJIOCOM
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I'IJ'IAH JIEKLLI/I/]

. YcTponcTtBOo $paunoBbiX CUCTEM

|
—

2. CoBpeMeHHble BO3MOXHOCTM B3aumogenctBusa c¢ 0S, eBPF
3.0S Virtual Memory layout
4 . MexaHuU3Mbl yrnpaBJieHUA MaMATbIo
5. Lazy memory allocation
6. Memory allocation, buddy allocator, npumep B XVv6
/. Copy-on-write optimization
8. Demand paging, swapping
9. Memory mapped files, shared memory
0. CuctemHble Bbi30oBb clone, fork, exec
. P1pe
. 0s/exec, 0630p AoMallHEro 3agaHus

—
N
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YCTPOI/ICTBO DAIITOBbIX C/ICTEM

func main() {

wd, err := os.Getwd()
if err 1= nil {

panic(err) YTO npoucxoauT B 3TOM clyyae?
1

f, err := os.Create(filepath.Join(wd, "file.txt"))
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YCTPOI/ICTBO DAIITOBbIX C/ICTEM

file-system interface

l directory structure

open (file name) N

VES interface directory structure file-control block

user space kernel memory secondary storage

J’ (a)
Y

local file system local file system remote file system .
type 1 type 2 type 1 \ P

e .
/ data blocks

read (index) —

pDEr-process system-wide file-control block
open-file table open-file table

user space kernel memor secondary storage
network P y y d

E S

Virtual file system (a) - oTkpbiTne ¢amna, (b) - uTeHme dauna




DENMIO

remote file system on linux
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EBPF

Networking Security Observability &
Tracing

ke @

- Tracing
- Profiling

5 iC: @ WesPF | o0

Application

Verifier & JIT 0S - Observability

- Security Controls

Runtime - Networking
M d DE ﬁﬂHPF - Network S.k-'."'.':ljrlt':,'
: A - Load E!--'.-'Llal'w::rr'lg
. Kernel Helper API Chal | | - Behavioral Security
Kernel Runtime :
Kernel
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- L7 Traffic Management
- Auth & Authz

- Tracing & Observability
- Resilience & Reliability

Kernel

Physical Network
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\/\M LAYOUT AARCHO4 LINUX

AArch64 Linux memory layout with 4KB pages + 4 levels (48-bit):

0000000000000000 000OfTfTffffffff
ffff000000000000 fEff7fffffffffff
[ffff600000000000 ffff7fffffffffff]

kernel logical memory map
[kasan shadow region]

ffff800000000000
ffff800080000000
fffffbfff0000000
fffffbfffe@00000
fffffbfffe800000
fffffbffff800000
fffffc0000000000
fffffe0000000000

ffff80007fffffff
fffffbffefffffff
fffffbfffdffffff
fffffbfffe7fffff
fffffbffff7fffff
fffffbffffffffff
fEfffdffffffffff
fEfffffrfrfffffff

modu les

vmalloc

fixed mappings (top down)
[guard region]

PCI I/0 space

[guard region]

vmemmap

[guard region]
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MEXAHIISNIbl YTTPABJIEHV/IA
[TAMIATDBIO

func main() A
arr := make([]inté4, 268_435_456_000) // 1000 GB

for i := 0: i < 1000: i++ {

fmt.Println(arr[i])
].

[louemMy nporpamma 3aBepuwaeTcs YCMEWHO?
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MEXAHIISNIbl YTTPABJIEHV/IA
[TAMIATDBIO

func main() {

64
runtime: out of memory: cannot allocate 2147483648000-byte block (137439020023808 in use)

slices = NHRE([][]intéé, 19@_@98) fatal error: out of memory

for i := range 100_000 { 128 800 GB in use
fmt.Println(i)
// 1000 GB

slices = append(slices, make([]inté4, 268_435_456_000))

Memory 36 GB

fmt.Println(len(slices))

Startup disk Macintosh HD
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LAZY MEMORY ALLOCATION

OnepaunoHHaa cuUCTemMa MOXET JIEHUBO

| BblAenAaATb namaATb. [lpu 3anpoce
func main() A

slices := make([][]inté4, 1060_000) namMATU B COOTBEeTCTBYyWWMe page

for i := range 100000 { tables mMoxeT 6bITb ycTaHOBJIEH ¢nar

fmt.Println(i) feHMBon annokauuu. lpu ob6paweHun K
// 1000 GB
slices = append(slices, make([]inté4, 268_435_456_000)) 9TON MaMATU TNponsoungert
I npepbiBaHMe, MocJie 4yero
fmt.Println(len(slices)) onepaynoHHaa CUCTeMa BbLIOENUT

MaMATb

B 4éM nnawcb U MUHYCbl JIEHMBOW ansioKauum?
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MENORY ALLOCATION
Buddy Example - Allocation

64 KB YTo Takoe ¢parmeHTauma?

Alloc (16KB)

16KB Kakue MOryT 6bTb

AlOE (S215) npo6sieMbl Npw

16KB
TakKoM noaxone?

Alloc (4KB)

Alloc (4KB)
4KB |4KB| 8KB

Alloc (4KB)
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Xxv6 buddy allocator
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DEMAND PAGING, SWWAPPING
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COPY-ON-\WRITE OPTIMIZATION

physical
pDrocess, memaory Process,

—>| page A I

| » page B |- I

L me e —




COPY-ON-\WRITE OPTIMIZATION

physical
pProcess; memory process,

|—>. page A ‘—‘

S —s page B 1 |

‘ page C - |
Copy of page C
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SHARED MEMORY

MCHOﬂb3yﬂ MEXaAaHWN3MbI BmpTyaanoM
MNaMATnN MNoABJIIAETCHA BO3MOXHOCTDb

nsbexatb U3O6bLITOYHOrO KOMUPOBAHUS

shared library shared library
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MENMORY MAPPED FILES

= ===l

] R ety SRt et

process A
virtual memory

process B
virtual memory

] s

4
2

physical memory

3| 4
disk file

IPC, sarpyska guMHaMnyeckmx 6mbnmotTek B MnamsTb, YyckopeHue I0 onepauumm c
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MENMORY MAPPED FILES

pageSize := os.Getpagesize()
pattern := strings.Repeat( s: "1", pageSize-1)
b.Run( name: "buffered read with temp buffer", func(b *testing.B) {

scannerFd, err := os.0Open(fpath) MAP_SHARED

require.NoError(b, err)

reader := bufio.NewReaderSize(scannerFd, os.Getpagesize()) MAP_PRIVATE (COW)

for 1 :=0; 1 < b.N; i++ {
data, err := reader.ReadSlice( delim: ' ')
require.NoError(b, err)

Korga 4Tto mMcnosibayeTca?

require.Equal(b, unsafe.String(unsafe.SliceData(datal:1len(data)-1]), len(data)-1), pattern)

b

b.Run( name: "memory mapped file", func(b *testing.B) {
mamoryMappedFd, err := os.Open(fpath)
require.NoError(b, err)
offset := 0

for i :=0; 1 < b.N; i++ {
data, err := unix.Mmap(int(mamoryMappedFd.Fd()), inté4(offset), pageSize, unix.PROT_READ, unix.MAP_SHARED)
require.NoError(b, err)
offset += pageSize

require.Equal(b, unsafe.String(unsafe.SliceData(datal:1len(data)-1]), len(data)-1), pattern)

})



VIEMORY MAPPED FILES

go test -bench=. -benchmem -cpuprofile=cpu.prof -memprofile=mem.prof
goos: darwin
goarch: armé4

KA EORK

BenchmarkMmap/buffered_read_with_temp_buffer-12 433006 2367 ns/op 32 B/op 2 allocs/op
BenchmarkMmap/memory_mapped_file-12 426070 3874 ns/op 219 B/op 2 allocs/op
PASS

ok fork 3.521s

Kakue nnwcbl U MUHYCb ncnonb3oBaHna MMF? B Kakux cnydadax nydwe Ucnosb30BaTb?
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CI/ICTENMHDII/1 BbI3OB CLONE

-

e( CLONE_NEWIP IPC2
(new created)
-
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CI/ICTENIHbBII/I BbI3OB FORK

Begin

Start Parent YeM oTnuyaeTcs oT clone?
Process

Parent Process [loueMy He 6yOeT KOPPEKTHO

paboTaTb B clfiydyae Go?
os.ftork()
Called once

Parent Process Child Process
os.fork () os.fork()
returns child pid returns zero
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CI/ICTENIHbBII/I BbI3OB FORK

Parent Child

main() [ pid = 3456 o)

{ AR FaE { SR paboTaTb Asd paHTanma Go?

if (pid == 0) if (pid == 0)
ChildProcess() ; ChildProcess() ;
alsea else
ParentProcess () ; ParentProcess() ;

} t

byoetT in KOPpPpEeKTHO

void ChildProcess() volid ChildProcessl()

!
}

vold ParentProcessi()
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CI/ICTENIHBII/ BbI3OB EXEC

Program 1 Program 2
executable executable

TEXT (instructions) TEXT (instructions)
DATA DATA

Resources (open files, etc) Resources (open files, etc)
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fork() CoW optimization in xv6
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FORKEXEC B GO

func main() {

environ := os.Environ() args := append(os.Args, fmt.Sprintf( format: "child of %d", pid))
pid := os.Getpid() env := append(environ, fmt.Sprintf( format: "CHILD_ENV=0K"))
for i := range environ {

child, err := syscall.ForkExec(os.Args[0], args, &syscall.ProcAttr{
Dir: wd,

pair := strings.Split(environ[i], sep: "=")
k, v := pair[0], pair[1]
Env: env,

if K == "CHILD_ENV" &% v == "OK" { Files: [Juintptr{os.Stdin.Fd(), os.Stdout.Fd(), os.Stderr.Fd()},
fmt.Printf( format: "I am child %d", pid) S
return
} _ .
! if err 1= nil {
panic(err)
wd, err := os.Getwd() h
if err != nil { fmt.Printf( format: "I am parent: %d, my child: %d\n", pid, child)
} panic(err) time.Sleep(time.Second * 1)

/Users/igorwalther/Library/Caches/JetBrains/GoLand2024.1/tmp/GoLand/___go_build_fork
I am parent: 92239, my child: 92241

I am child 92241

Process finished with the exit code 0
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OS/EXEC

cmd := exec.CommandContext(ctx, *sp)

cmd.Stdin = serverReader

cmd.Stdout = watchdogWriter

cmd.Stderr = o0s.Stderr

cmd.Env = os.Environ()

cmd.Args = append(cmd.Args, strings.Split(*serverArguments, sep: " ")...)

err = cmd.Start()

//for {
// pidl, e = syscall.Wait4(p.Pid, &status, 0, &rusage)

// if e != syscall.EINTR {
// break

/] }

[/}

err = cmd.Wait()

[lOMHMUM, 4TO MakeT 0S rylaTdopMoHe3aBUCUMbIN. HO Ona Bcex nu nnaTtdopm

OOMHAKOBble BO3MOXHOCTWU?
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OS/EXEC

// Stdin specifies the process's standard input.

//

// If Stdin is nil, the process reads from the null device (os.DevNull).
//

// If Stdin is an *os.File, the process's standard input is connected

// directly to that file.

// .
// Otherwise, during the execution of the command a separate Kak OpraHnM3soBaTb B3aMMOLENCTBUE

// goroutine reads from Stdin and delivers that data to the command

// over a pipe. In this case, Wait does not complete until the goroutine Me)K,El,y I'IpOLI,eCCaMVI? (IPC)
// stops copying, either because it has reached the end of Stdin

// (EOF or a read error), or because writing to the pipe returned an error,
// or because a nonzero WaitDelay was set and expired.

Kak HacnegoBaTb OeCKPUNTOPbLI Ha

Stdin io.Reader
| - ,_ | . Windows B GO?

// ExtraFiles specifies additional open files to be inherited by the

// new process. It does not include standard input, standard output, or

// standard error. If non-nil, entry i becomes file descriptor 3+i.

//

// ExtraFiles is not supported on Windows.

ExtraFiles []*os.File
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Kak nogpnepxaTb MeXnpoueccHoe

B3aunMmogencrteue?

Child A Child B
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P1PE

parent process child process

Kak nogpnepxaTb MeXnpoueccHoe

B3aunMmogencrteue?







